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Adobe has released emergency updates to fix a critical
security flaw in Acrobat Reader that has come under
active exploitation in the wild. The vulnerability, assigned
the CVE identifier CVE-2026-34621, carries a CVSS
score of 8.6 out of 10.0. Successful exploitation of the
flaw could allow an attacker to run malicious code on
affected installations. It has been described as a case of
prototype pollution that could result in arbitrary code
execution. Prototype pollution refers to a JavaScript
security vulnerability that permits an attacker to
manipulate an application's objects and properties.

The U.S. Federal Bureau of Investigation (FBI), in
partnership with the Indonesian National Police, has
dismantled the infrastructure associated with a global
phishing operation that leveraged an off-the-shelf toolkit
called W3LL to steal thousands of victims' account
credentials and attempt more than $20 million in
fraud.The W3LL phishing kit allowed criminals to mimic
legitimate login pages to deceive victims into handing
over their credentials, thus allowing the attackers to
seize control of their accounts. The phishing kit was
advertised for a fee of about $500.
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Privilege Escalation:
Exploitation for Privilege Escalation

BlueHammer is an unpatched Windows zero-day vulnerability that enables local privilege
escalation from a low-privileged user to SYSTEM level. Disclosed publicly on April 3, 2026, by
a frustrated security researcher after unsuccessful coordination with Microsoft, it exploits flaws
in Windows Defender's signature-update process. No official patch or CVE exists as of April
2026.

Attackers with initial local access run the exploit to dump NTLM password hashes from the
SAM database, normally restricted to SYSTEM processes. They then use pass-the-hash
techniques to impersonate admin accounts, spawn elevated shells, and achieve full control for
ransomware, lateral movement, or persistence. This turns Defender's own update mechanism
against the system via timing tricks and path tricks.
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TACTIC Privilege Escalation

TECHNIQUES T1068 — Exploitation for Privilege
Escalation

Adversaries may exploit software vulnerabilities in an attempt to
elevate privileges. Exploitation of a software vulnerability occurs
when an adversary takes advantage of a programming error in a
program, service, or within the operating system software or
kernel itself to execute adversary-controlled code.
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Activity

BlueHammer chains a Time-of-Check to Time-of-Use (TOCTOU) race condition with path confusion in
Windows Defender's signature updates. The exploit triggers a Defender update download, applies
opportunistic locks (oplocks) to pause processing, and exploits the window to manipulate file paths for
writing to protected areas like SAM via Volume Shadow Copy Service (VSS) and symbolic links. Once

recompiled the public poc executable to evade static detection the executable run flawless extracting
local secrets.

e B e s i g pr——1 1 T
Found Update
Security Intelligence Update for Microsoft Defender Antivirus - KB2267602 (Version 1.447.227.8) - Current Channel (Broad)
Downloading updates...
Done.
Cabinet file mapped at OxPOOEO2DAACTFFLIBU
Extracting cab file content...
Cab file content extracted.
Updates downloaded.
Creating VSS copy...
No volumse shadow copies were found.
Waiting for oplock to trigger...
New volume shadow copy detected : \Device\MarddiskVolumeShadowCopyl
Successfully accessed volume shadow copy.
Oplock triggered.
Waiting for callback...
CfCallbackFetchPlaceHolders triggered !
Directory query from MsMpEng.exe
Waiting for oplock to trigger..
Defender flagged.
WD is frozen and the new VSS can be used.
Created update directory C:\Users\admin\AppData\Local\Tenp\2\bb658385-5278~-Ubaa-b8b2-a337eb361373
Created update file : C:\Users\admin\AppData\Local\Temp\2\bb658385-5278-Ubaa~bBb2-a337eb361373 \npengine. . dll
Created update file : C:\Users\admin\AppData\Local\Temp\2\bb658385-5278-Ubaa~bBb2-a337eb361373 \npasbase . vdm
Created update file : C:\Users\admin\AppData\Local\Temp\2\bb658385-5278-Ubaa-bBb2-a337eb361373 \npasdlta. vdm
Created update file : C:\Users\admin\AppData\lLocal\Temp\2\bb658385-5278-Ubaa-bBb2-a337eb361373 \npavbase . vdm
Created update file : C:\Users\adain\AppData\Local\Temp\2\bb658385-5278-tbaa~bBb2~a337eb361373 \npavdlta. vdm
Waiting for windows defender to create a newm definition update directory...
Calling ServerMpUpdateEngineSignature. ..
Detected new definition update directory in C:\ProgramData\Microsoft\Windows Defender\Definition Updates\{3F7CEGAS-258D-4ULF-A2FB-UUACSSBEBASS}
Setting oplock on \?7\C:\Users\admin\AppData\Local\Temp\2\bb658385-5278-Ubaa-bBb2-a337ab361373\npasbase . vdm
Waiting for oplock to trigger...
oplock triggered !
File moved \??\C:\Users\adamin\AppData\lLocal\Temp\2\bb658385-5278-Ubaa-bBb2-a337eb361373 \npasbase. . vdm to C:\Users\adain\AppData\Local\Temp\2\bb658385.
Directory moved C:\Users\admin\AppData\lLocal\Temp\2\bb658385-5278-4baa-bBb2-a337eb361373 to C:\Users\admin\AppData\Local\Tesp\2\bb658385-5278-tbaa~b8
Recreated C:\Users\adain\AppData\Local\Temp\2\bb658385-5278~baa~b8b2-a337eb361373
Junction created C:\Users\admin\AppData\Local\Temp\2\bb658385-5278-Ubaa-bBb2-a337eb361373 => \BaseNamedObjects\Restricted
Object manager link created \BaseNamedObjects\Restricted\mpasbase.vdm => \Device\HarddiskVolumeShadowCopyl\Windows\Systen32\Config\SAN
Leaked file opened C:\ProgramData\Microsoft\Windows Defender\Definition Updates\{3F7CEOAS-2580-UHIF-A2FB-UUACSEEEBAS3} \mpasbase . via
Read 131972 bytes
Exploit succeeded.
SAM file written at : C:\Users\adain\AppData\Local\Temp\2\2U45f56a-22eb-Ufae-BFfef-3789%cbbaSusd
CfExecute retuwmed : 0x00000008
BARARARARAAARARAARRRRAAARRRRAARRRRAARRRR A
User : Adainistrator
RID : 500
NTLM
NewPasswordSet : OK.
IsAdmin : FALSE
Shell : OK.
SamiChangePasswordUser failed, error : 8xCO00006C
PasswordRestore : Error @
RARAARAAAAARRARRARARRAAAARRRAAAARRRAARRRRAAN

User : Guest
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As part of the exploitation a defender scan is triggered using an EICAR file and after few seconds a new

high privilege shell is provided

A o ) A e S
Checking for windows defender signature updates...
Found Update :

Security Intelligence Update for Microsoft Defender Antivirus — KB2267602 (Version 1.447.227.0) - Current Channel (Broad)
Downloading updates. ..

Done.

Cabinet file mapped at 0x000002DAACTFF184
Extracting cab file content...

Cab file content extracted.

Updates downloaded.

Creating VSS copy...

No volume shadow copies were found.
Waiting for oplock to trigger...

New volume shadow copy detected : \Device\HarddiskVolt

Administrator:

Microsoft Windows [Version 10.0.26100.32230]
(c) Microsoft Corporation. All rights reserved.

Successfully accessed volume shadow copy. C:\Windows\System32>whoami
Oplock triggered. nt authority\system
Waiting for callback... .
CfCallbackFetchPlaceHolders triggered ! Ca\WindawsiSystenia>,,

Directory query from MsMpEng.exe

Waiting for oplock to trigger...

Defender flagged.

WD is frozen and the new VSS can be used.

Created update dlrectory C:\Users\admin\AppData\Local)
Created update file : C:\Users\admin\AppData\Local\Ten
Created update file : C:\Users\admin\AppData\Local\Ten
Created update file : C:\Users\admin\AppData\Local\Ten . _
Created update file : C:\Users\admin\AppData\Local\Ten J Windows Security
Created update file : C:\Users\admin\AppData\Local\Ten
Waiting for windows defender to create a new definitic
Calling ServerMpUpdateEngineSignature. . . Windows Security
Detected new definition update directory in C:\Progran
58B8BAS53}

Setting oplock on \??\C:\Users\admin\AppData\Local\Ten Actions needed in Microsoft Defender
Waiting for oplock to trigger... = E : x
oplock triggered !

File moved \??\C:\Users\admin\AppData\Local\Temp\2\bt
Temp\2\bb658385-5278-Ubaa-b8b2-a337eb361373.WDFOO

Directory moved C:\Users\admin\AppData\Local\Temp\2\bb658385-5
85-5278-lbaa-b8b2-a337eb361373.fo0

Recreated C:\Users\admin\AppData\Local\Temp\2\bb658385-5278-Lb Dismiss Restart
Junction created C:\Users\admin\AppData\Local\Temp\2\bb658385-
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Detection can be made on event Id 4688 correlating ioc of exploitation

{2 Event Pro 001, Windows Defender

General Details

Microsoft Defender &ntivirus has enco ||Jr1tp:rp:|'| an ereor trvinn to undate cecurite intellinence

ecurity intelligence ¥ Event Properties - Event 4 Aicrosoft Windows security auditing.

Previous security intelligence Vers

Update Source: User L
Security intelligence Type: AntiVirus b=z
User: TALOMNYadmin A new process has been created,
Current Engine Version: 1.1.26020.3
Previous Er1_;||r1v.-_- : 1.1.26( Creator Subject:
: Security (D SYSTEM
Account Mame:
Account Domain:
Lagen [D: (3ET

Target Subject:
Security D MULL SID
Account Name:
Account Domain:
Logaon 1D:

Process Information:

Mew Process [D:
Mew Process Mame:
Token Elevation Type:
Mandatory Label:

= Creator Process ID:

|J Creator Process Mame:
Process Command Line;

General Details

ame=Virus:

Detection Crigin: Local machine
Detection Typ ncrete
Detection Source: Real-Time Protection
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